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ABSTRACT-Due to the increasing of IoT 

solutions, healthcare cannot be outside of this 

paradigm .his revolution is  the way we see 

healthcare, from the smallest sensor to the big data 

collected. The contribution of this paper is to 

introduce directions to achieve a global 

connectivity between the Internet of Things (IoT) 

and the medical environments. 

Keywords: Internet of Things, healthcare, medical 

environments, sensors. 

 

I. INTRODUCTION 
The first principle of IoT (Internet of 

Things) is to connect smart objects - things - to the 

Internet in a transparent way. This leads to an 

exchange of data between all things, and bring 

users information in a more secure way. Cisco 

Systems estimates that IoT will consist of 50 billion 

devices connected to the Internet by 2020 and it is 

predictable that many physical objects, like 

computers, sensor actuators, will be distributed 

with unique addresses and the ability to transfer 

data, from the common daily activities to restricted 

medical records, in a secure way. The term 

"Internet of Things" was disseminated by the 

research work of the Auto-ID Center at the 

Massachusetts Institute of Technology (MIT) in 

1999 [17].  

 

II. OBJECTIVES 
• To understand that Healthcare is the safe in 

future. 

• To analyse that   Healthcare is trustable or not in 

security. 

We can use this objectives by checking through the 

survey analysis. We find the following 

Hypothesis :-  

Hypothesis : “After this Healthcare system 

technology greatly reduces the risk of malicious 

intervention.” 

 

III. LITERATUREE REVIEW 
Security requirements for IoT-based 

healthcare solutions are similar to those in standard 

communications scenarios Gonçalo et all. [1] The 

Internet of Things changed the healthcare industry, 

increasing efficiency, lowering costs and putting 

the focus back on better patient care Vitor Nogueira 

et all.[2] It will give Better security during 

transaction of any value. This technology is mainly 

proposed to handling bitcoin transaction. Smart 

contract, Ethereum and distributed ledger are some 

applications of blockchain, This will also give more 

security by Remya Stephen et all. [3] This research 

has identified available recent research on how 

blockchain solutions can contribute to cyber 

security problems. The initial keyword searches for 

this research and current media reports [43] 

highlight blockchain as a standalone technology 

that brings with it an exorbitant array of possible 

solutions for finance, logistics, healthcare and 

cyber security by Paul J. Taylor et all. [4] In this 

paper, we adopt the Pow consensus mechanism. A 

consensus of all mining vehicles in the blockchain 

network can be established to generate a new block 

that can be used as a ground truth for the next 

block. The evaluation and analysis show that our 

proposed local blockchain scheme can be used 

efficiently in the VANET without storage overhead 

by Rakesh Shrestha et all. [5] we proposed a novel 

automotive security architecture based on 

blockchain (BC). Due to its distributed nature, the 

proposed architecture eliminates the need for a 

centralized control and allows novel automotive 

services. The privacy of the users is ensured by 

using changeable Public Keys (PK). The security of 

our architecture is largely inherited from the strong 

security properties of the underlying BC 

technology Marco Steger et all. [6] In this paper, 

we argued that although Blockchain (BC) is an 

effective technology for providing security and 

privacy in IoT, its application in the IoT context 

presents several significant challenges including: 

complexity, bandwidth and latency overheads and 

scalability by Salil  et all. [7] This paper presents a 

comprehensive survey of the existing blockchain 

protocols for the Internet of Things (IoT) networks. 

We start by describing the blockchains and 
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summarizing the existing surveys that deal with 

blockchain technologies by Mohamed Amine et 

all.[8] In the aera of big data, large volumes of 

heterogeneous data are generated from different 

sources allowing big data management to play a 

pivotal role in the success and viability of any 

businesses by Sara Hosseinzadeh et all.  [9] In this 

paper, we presented a comprehensive survey on the 

utilization of the blockchain technology in 

providing distributed security services. These 

services include entity authentication, 

confidentiality, privacy, provenance, and integrity 

assurances. The entity authentication and the 

confidentiality can be achieved by the public key 

cryptography using encryption and the signature 

schemes by Tara Salman et all.[10] In this paper, a 

blockchain-based privacy-preserving data sharing 

system for EMRs is proposed, named BPDS. In 

BPDS, EMRs are stored in the cloud and the 

indexes are recorded in a tamper-proof consortium 

blockchain, which solves the potential security 

risks of data centralized storage. The joint-design 

of the CP-ABE-based access control mechanism 

and the content extraction signature scheme 

provides strong privacy preservation in data sharing 

by Jingwei Liu et all. 

 

IV. METHODOLOGY 
We took an online survey with help of Google 

Form. The link of the form was circulated in social 

media platform. The questionnaires in the form 

were designed to test the proposed hypothesis and 

result. 

A. Participants 

To test the proposed hypothesis, this study used 

two conditions i.e. 

a) Healthcare will secure or trustable for people. 

b) Healthcare will be add extra security for 

people. 

 

 Total of 32 participants data was collected from 

different city. All the 55 participants  in which 65%  

male and 35% female. 

 

B. Measures 

Participants were asked to indicate their agreement 

on a two scale (1= YES, 0= NO). 

 

 Male reply on the healthcareis the secure or not 

secure in the future? 

 
female reply on the healthcare is the secure or not secure in the future? 
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V. EXPERIMENT 

  Calculated by Chi-Square test with two scales 

(YES/NO). 

 After performing the chi-square test got x
2
 

tabulated=0.09and x
2
 calculated= 1.1 at the 

significant level of 95%. 

 Here x
2
 tabulated< x

2
 calculated therefore we 

accept the hypothesis i.e. Students are 

interested to learn with blockchain security that 

will positively increase their number. 

 

VI. RESULT 
We consider also how IoT can be used to 

increase healthcare and how IoT helps people and 

governments to improve daily activities in personal 

and public level. Although there are security issues 

in giving location information, we can give some 

permission to people in order to allow mechanisms 

to prevent people from abusing. 

 

VII. CONCLUSION 
The Internet of Things changed the 

healthcare industry, increasing efficiency, lowering 

costs and putting the focus back on better patient 

care. Meanwhile, the IoT is growing from building 

blocks of automation and machine-to-machine 

communication to the smallest sensors. Regarding 

IoT Healthcare Services and Applications, the 

range of fields can include: management of private 

health and fitness, care for pediatric, supervision of 

chronic diseases, elderly patients, among others. 

For a better understanding of this topic, this paper 

categorizes the discussion in two aspects: services 

and applications. 

 

VIII. ACKNOWLEDGEMENT 
A special gratitude is conveyed to our 

Prof. Swapna Augustine Nikale, Department of 

Information Technology of B.K. Birla College of 

Arts, Science and Commerce (Autonomous) 

Kalyan, Thane. Also, thanks to the participants who 

responded to the survey. 

 

REFERENCE 
[1]. Burgun, G. Botti, M.F., Beux, P.L.: Sharing 

knowledge in medicine: Semantic and 

ontologic facets of medical concepts. In: 

Proc. IEEE Int. Conf. Syst., Man, Cybern. 

(SMC). pp. 300–305 (1999)  

[2]. J. Jara, F. J. Belchi, A.F.A.J.S.M.A.Z.I., 

Gomez-Skarmeta, A.F.: A pharmaceutical 

intelligent information system to detect 

allergies and adverse drugs reactions based 

on Internet of Things. In: Proc. IEEE Int. 

Conf. Pervasive Comput. Commun. 

Workshops (PERCOM Workshops). pp. 

809–812 (2010)  

[3]. Commission, E.: Internet of things strategic 

research roadmap. http: //www.internet-of-

thingsresearch.eu/pdf/IoT_Cluster_Strategic

_Research_ Agenda_2009.pdf (2009), 

[Online; accessed 18-Jan-2016] 

[4]. Council, C.S.C.: Impact of Cloud 

Computing on Healthcare (2012) 



 

 

International Journal of Advances in Engineering and Management (IJAEM) 

Volume 2, Issue 10, pp: 135-138      www.ijaem.net                 ISSN: 2395-5252 

 

 

 

 

DOI: 10.35629/5252-0210135138     | Impact Factor value 7.429   | ISO 9001: 2008 Certified Journal   Page 138 

[5]. Dash, P.K.: Electrocardiogram monitoring. 

In: Indian J. Anaesthesia,vol. 46). pp. 251–

260 (2002)  

[6]. of the European communities, C.: Internet of 

things in 2020. http: 

//www.umic.pt/images/stories/publicacoes2/

Internet-of-Things_in_2020_ EC-

EPoSS_Workshop_Report_2008_v3.pdf 

(2010), [Online; accessed 18-Jan2016]  

[7]. G. Mantas, D.L., Komninos, N.: new 

framework for ubiquitous context-aware 

healthcare applications. In: Proc. 10th IEEE 

Int. Conf. Inf. Technol. Appl. Biomed. 

(ITAB). pp. 1–4 (2010) 12 Gonçalo J. F. 

Carnaz and Vitor Nogueira  

[8]. GEORGE, F.: Causas de Morte em Portugal 

e Desafios na Prevenção. DGS (2012)  

[9]. Group, I.E.W.: Guidance for industry-E6 

good clinical practice: Consolidated 

guidance. In: U.S. Dept. Health Human 

Services, Food Drug Admin (1996 

[10]. H. A. Khattak, M.R., Sciascio, E.D.: CoAP-

based healthcare sensor networks: A survey. 

In: Proc. 11th Int. Bhurban Conf. Appl. Sci. 

Technol. (IBCAST). pp. 499–503 (2014)  

[11]. Hariharasudhan Viswanathan, E.K.L., 

Pompili, D.: Mobile Grid Computing for 

Data and Patient-centric Ubiquitous 

Healthcare. In: The First IEEE Workshop on 

Enabling Technologies for Smartphone and 

Internet of Things (ETSIoT) (2012) 

[12]. Istepanian RS, Hu S, P.N.S.A.: The potential 

of Internet of m-health Things "m-IoT" for 

non-invasive glucose level sensing. In: Conf 

Proc IEEE Eng Med Biol Soc. (2011)  

[13]. L. Atzori, A. Iera, G.M.: The Internet of 

Things: a survey,” Computer Networks. vol. 

54, pp. 2787–280 (2010)  

[14]. medicalaugmentedreality.com, I.S. How 

augmented reality can bridge the gap in 

healthcare? 

http://www.augmentedrealitytrends.com/aug

mented-reality/ healthcare-industry.html 

(2014), [Online; accessed 18-Jan-2016] 

[15]. R. S. H. Istepanian, E.J., Zhang, Y.T.: Guest 

editorial introduction to the special section 

on m-health: Beyond seamless mobility and 

global wireless health-care connectivity. In: 

IEEE Trans. Inf. Technol. Biomed.,. pp. 

405–414 (2004) 

[16]. S. M. RIAZUL ISLAM, DAEHAN KWAK, 

M.H.K.M.H., KWAK, K.S.: The Internet of 

Things for Health Care:A Comprehensive 

Survey. In: IEEE Access (2015) 

[17]. S. Sarma, D.L. Brock, K.A.: The networked 

physical world (2000)  

[18]. da Saúde, D.G.: A Saúde dos 

Portugueses.Perspetiva 2015 (2015) 

[19]. Tuan Nguyen Gia, Amir-Mohammad 

Rahmani, T.W.P.L., Tenhunen, H.: Fault 

Tolerant and Scalable IoT-based 

Architecture for Health Monitoring. In: 

IEEE Access (2015) 

[20]. V. M. Rohokale, N.R.P., Prasad, R.: A 

cooperative Internet of Things (IoT) for rural 

healthcare monitoring and control. In: Proc. 

Int. Conf.Wireless Commun., Veh. Technol., 

Inf. Theory Aerosp. Electron. Syst. Technol. 

(Wireless VITAE),. pp. 1–6 (2011) 

[21]. W.-Y. Chung, Y.D.L., Jung, S.J.: A 

cooperative Internet of Things (IoT) for rural 

healthcare monitoring and control. In: A 

wireless sensor network compatible 

wearable u-healthcare monitoring system 

using integrated ECG, accelerometer and 

SpO2. pp. 1529–1532 (2008) 

[22]. W. Zhao, C.W., Nakahira, Y.: Medical 

Application On IoT. In: International 

Conference on Computer Theory and 

Applications (ICCTA). pp. 660–665 (2011)  

[23]. windriver.com: White Paper:Security in the 

Internet of Things - Lessons from the Past 

for the Connected Future (2013) 

[24]. Y. J. Fan, Y. H. Yin, L.D.X.Y.Z., Wu, F.: 

IoT-based smart rehabilitation system. In: 

IEEE Trans. Ind. Informat. pp. 1568–1577 

(2014) 

 

 

 


